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DISTRIBUTED LICENSE ADMINISTRATION
SYSTEM USING A LOCAL POLICY SERVER
TO COMMUNICATE WITH A LICENSE
SERVER AND CONTROL EXECUTION OF
COMPUTER PROGRAMS

This application is a continuation-in-part of U.S. appli-
cation Ser. No. 07/798,934, filed Nov. 27, 1991, which is
hereby incorporated herein by reference.

TECHNICAL FIELD

The present invention relates to systems and methods for
controlling and monitoring the use, on computers and com-
puter networks, of computer programs.

BACKGROUND ART

As computers have proliferated in availability, the invest-
ment in computer software has also grown, and there have
been developed various methods for charging the computer
user for use of computer software products. Typically com-
puter software products are licensed, rather than sold, to the
computer user under various arrangements. The simplest
common license arrangement gives the user the right to use
a software product on a single computer, i.e., to employ only
one central processing unit (CPU) in connection with opera-
tion of the software product. Although many such licenses
are for indefinite periods of time, a license may also be for
a limited duration and extendable, so that the entity mar-
keting the product can charge a periodic fee (for example,
annually) for use of the software product. Or use may be
absolutely time-limited (for example, one-day), so that the
user may evaluate the software product for possible pur-
chase of a regular license.

Since software can be copied and moved easily from one
like machine to another, companies have invented methods
to prevent unauthorized use of their software products.
Some licensors require passwords to activate software on a
particular machine. The password may be keyed to the
hardware’s identification number as a condition for opera-
tion of the software. Such systems can effectively lock
software to a particular machine, but do not address software
that is licensed for concurrent or simultaneous use. Some
licensors use hardware locks that attach to a parallel printer
port or a serial port on a machine; each time the software is
activated, it looks for a specified code, in the hardware lock,
as a condition for operation of the software. Using hardware
locks resolves the problem of unauthorized moving of
software among machines; however, hardware locks do not
handle multiple software products on a single machine, and
they require time and expense to deliver to the end user.

When computer software products are used in a network
environment (which may include computers running in
various roles as workstations and servers of various types
linked together over a data path), additional licensing chal-
lenges are present. For example, a network may permit a
user at one node (which may be a terminal or workstation,
for instance) to utilize a software product running at another
node (which may be the network server or even another
workstation). Consequently, the terms of the single-com-
puter type of software license might not cover the usage of
the software product on the network, or worse still (from the
point of view of the licensor) might actually permit such a
usage without additional compensation to the licensor. One
approach to network licensing is to grant permission to use
the program based on all of the nodes on the network, and
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to require a license for each node. Then typically the license
fee may be increased as the number of nodes on the network
increases. Another approach bases the license fee for a
software product running on a network on the total number
of individual users who might actually run the software,
regardless of the number of nodes either on the network or
running the software product at a given time. These
approaches, however, have usually required the cooperation
of the licensee, because additional nodes may be added to
the network, or additional users may utilize the software,
without the knowledge of the licensor, who is typically not
present on the premises of the licensee. The licensor may
reserve the right to audit the licensee’s site, but such an audit
is intrusive, expensive, and may alienate potential or actual
customers for licenses. Although other approaches exist
under which one might charge a single fee per server or per
site or per entity, often on an individually negotiated basis,
these approaches are often impractical or infiexible, in that
they also typically do not take into account the possible wide
variation over time in the number of nodes or users and also
require reliance on licensee cooperation.

The same circumstances that make license enforcement
difficult for the licensors of software products for a network
environment also make license compliance difficult for the
conscientious administrator, for example, of a Management
Information System (MIS) or Computer Aided Design
(CAD) department of a company using software products.
The administrator may be called upon to ensure that the
number of workstations using a variety of software products
in a network environment complies with the terms of a
variety of license agreements. Such an administrator may
have to develop and promulgate a series of directives about
the terms of permitted workstation usage and must depend
primarily upon the goodwill and voluntary compliance of
unit personnel with such directives.

Recently it has become practical in some network envi-
ronments to determine and limit the number of nodes that
may access a software product at a given time, and to charge
a license fee based on the maximum number of nodes that
are permitted to use the software product concurrently. This
is called “concurrent licensing”. In these environments, a
computer program, acting as “librarian” and running on a
computer node designated as a license server, is typically
used to distribute license keys (sometimes called “tokens”)
over the network to nodes requesting access to run a
software product; the number of keys is tracked by the
librarian; and if at a given time, the permitted maximum
number of keys would be exceeded by usage of the software
product on a requesting node, the node can be denied, at
such time, access to invoke the software product.

Examples of software-based concurrent licensing
arrangements may be found in Unix applications running in
connection with software products sold under the trade-
marks NetLS (available from Gradient Technologies, Inc.,
577 Main Street, Suite 4, Hudson, Mass. 01749), and SunLic
(available from Sun Microsystems, Inc., Mountain View,
Calif.), and Flexible License Manager (available from High-
land Software, Inc., 1001 Elwell Court, Palo Alto, Calif.
94303). However these arrangements suffer from a number
of disadvantages. NetLS, for example, includes mechanisms
for tracking which nodes have been given keys to run a
given software product and the number of keys available for
running such software product. However, it is up to the
designers of each software product to program such product
to implement the terms of any license agreement, and, in
particular, to program into the product calls to the NetLS
software to provide information to the computer running the
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software product and to write code in the applicable product
to prevent use of the product when the license terms have not
been obeyed. Thus a computer system utilizing ten different
software products that rely on NetLS for license enforce-
ment will generally have ten different substantial software
portions (one in each computer product) to achieve license
enforcement. In addition to this complexity, if the license
server running NetLS fails, of if the network itself fails, then
a workstation loaded with the software product cannot run
the software product, since the product requires NetLS
interaction to be activated.

The foregoing difficulties are applicable generally not just
to NetLS but to “metering software” generally. The Micro-
computer Managers Association has issued a White Paper
(Oct 2, 1991), reprinted in Infoworld, pages 4642 (Oct. 14,
1991) on the problems of network licensing, Commenting
on the problem that each software product requires its own
interface to the metering software (as well as possible input
of administrative information), the White Paper suggests
that “[i]t makes much more sense to have a single package
provide the metering for all application software on the
network.” Infoworld (Oct. 14, 1991), supra, at page 51,
column 4. Such an approach has its own difficulty, however.
Each application would still have to interface with the single
metering package, and the interface to such a package must
somehow deal with the varying licensing terms of each
software product. Moreover, with the metering package
running on the license server, a failure of the server or the
network would prevent all software applications from run-
ning anywhere on the network.

SUMMARY OF THE INVENTION

In a preferred embodiment, the present invention provides
an improved system for administration, on a computer
network, of license terms for a software product on the
network. The improved system is of the type having an
arrangement, such as NetLS, for tracking software product
usage, associated with one of the computers acting as a
license server. This arrangement permits the license server
(i) to identify the current set of nodes that are using the
software product at a given time, (ii) to handle license data
concerning conditions under which usage of the software
product is permitted at any given node, and (iii) to determine
whether at any given time the conditions would still be
satisfied if a given node is then added to this set of nodes.
The software product may thus include instructions to
interface with the license server to cause enforcement of the
license terms. The improvement, in one embodiment, to the
system includes a policy server database maintained on each
node, containing data specifying conditions under which
usage of the software product is permitted on such node.
Each node also has a policy server “daemon” (which may be
implemented in software) in association with the corre-
sponding policy server database, for (i) communicating with
the license server, (ii) interfacing with both the software
product and the corresponding policy server database, (iii)
making a permission-to-run availability determination, with
respect to local usage of the software product, on the basis
of applicable data from the license server and the corre-
sponding policy server database, so that enforcement of
license terms applicable to the software product at a given
local node is achieved on the basis of both license policy
maintained at such local node as well as applicable data from
the license server.

In a further embodiment, each policy server database
contains data specifying conditions under which usage of
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each of a plurality of software products is permitted on the
node on which the database is maintained. Additionally,
each policy server dacmon interfaces with each software
product. In this manner, enforcement of license terms appli-
cable to each software product at a given node is achieved
on the basis of both Jocally maintained license policy and
applicable data from the license server.

In a further embodiment, each node has a log file main-
tained, in association with each policy server daemon, to
record recent software product usage on that node. The
policy server daemon is accordingly configured to handle
instances when data from the license server is unavailable—
for example, when the computer acting as the license server
is non-operational or when the network is non-operational.
In particular, the policy server daemon may permit a node to
run a software product, in the absence of license server data,
if the node’s log file indicates a sufficient level of recent
usage of the software product on the node. The circum-
stances under which such a permission-to-run availability
determination is favorable may be established by the node’s
policy server database.

In yet further embodiments, the policy server database
and the log file may be encrypted. Furthermore the interface
between the policy server daemon and each software prod-
uct may be made secure. When one or more of the software
products are subject to concurrent licensing restrictions
specified in the policy server databases, the policy server
daemon may be permitted to reserve a predetermined time
interval over which the applicable node has a guaranteed
opportunity to utilize a given software product. The reser-
vation is accomplished by having the node’s policy server
daemon communicate to the license server over the prede-
termined time interval that the node is using the given
software product, regardless whether the software product is
actually being used.

It can be seen that the present invention permits a single
database at each node to specify all of the conditions under
which the node may access any of the software products on
the network. Furthermore, as described in further detail
below, in order to invoke the licensing administration func-
tion carried out in accordance with the present invention,
each software product need contain only a simple and short
segment including the instruction:

ILic-get_license

followed by parameters identifying license details for the
particular software product. A branching routine (which may
made available to all the software products, and called by the
particular software product after this instruction) then speci-
fies program flow depending on whether a license is avail-
able (the remainder of the program can be run) or not (the
program operation is terminated and a message is displayed
to the user).

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing features of the invention will be more
readily understood by reference to the following description
taken with the accompanying drawings in which:

FIG. 1 is a block diagram showing operation of a pre-
ferred embodiment of the invention in a network;

FIG. 2 is a block diagram illustrating the interrelation of
important modules of the embodiment;

FIG. 3 is a block diagram of the main logical flow of the
computer program used in the embodiment;
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